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Overview

The network will be based on fiber technology. The network will have a router which
manages the traffic and ensures that all connected devices can communicate through wired or
wireless connections and provide an internet connection. Fiber will be used to link all the

devices, including computers, printers, and servers.
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Although fiber technology is more expensive than the Cat 6 Ethernet cable, it will be the
most suitable due to its network stability, high speed and security, high resistance to interference,
and eliminating latency problems. In addition, it will provide a risk-free connection between the
control building and other buildings where the usage of Cat 6 with an electrical connection can
result in electrical surges. A wireless access point will be created as well to increase the coverage
of the wireless network. To provide a security barrier between the internet and the office
network, which will help block any security threats, a hardware firewall will be implemented.
Finally, a Virtual Private Network will be established. Having access to the work computers
(most employees in the organization work from home) will make this possible. A Virtual Private
Network, with the help of applications such as TeamViewer, enables individuals to have remote
access to their computers. In this case, the home and office computers of the employees will have
a VPN and TeamViewer software installed. For this to work, the office computer will have to be

on and connected to a network.

Topology

A mesh topology will be used to connect all the office devices. In a mesh topology, most
devices are connected to a single network. This interconnection allows multiple transmissions to
be distributed evenly even in case a few connections are down. This structure will allow for the
interconnection between devices in the office. The employees will be able to communicate with
each other while also being connected to any printer in a building. The benefit of this topology is
that a high amount of traffic can be managed since it allows multiple devices to transmit data
simultaneously. Moreover, an addition of a new device or failure of one does not affect the

transmission of data in other networks.

Media
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An optical fiber network media will be used in the organization. The installation of
optical fiber offers many benefits to the organization, although it is more expensive than copper
cables. The business will find higher returns after investing in optical fiber. Fiber offers cloud
access for data storage and applications. This technology also provides high-speed internet,
which is key in business operations such as research. When using fiber, no one will notice some
lagging or slowing down of the network even in the busiest time of the day. It is also reliable and
secure. Fiber presents more internet reliability compared to copper cables and is not susceptible
to interference and weather condition changes. In addition, hackers cannot tap fiber cables, as it
commonly occurs in copper cables. Finally, fiber reduces latency issues in internet connection,
mostly when uploading or downloading HD content. Lowering the latency improves audio
quality in voice calls, downloading HD content, and collaboration between employees in the

organization.

Protocol

The network protocol that will be used is TCP/IP. It allows all people connected to a
network to share files and information through the internet. This protocol will permit the
employees to share information and files through the company network in all the three buildings
and even when the employees are at home. The benefits of this technology are that it has good
failure recovery, low overhead data, implies independence of the platforms used and a high rate
of handling errors. All these features improve the performance of the office network, which is

crucial in ensuring the fluidity of the business operations.

Network Architecture Ethernet
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Ethernet is among the most important LAN technologies. Its network architecture is
based on the idea of connecting multiple devices to one long cable, which leads to the formation
of a bus structure. All the devices are connected to the network using an adapter that has special
48-bit addresses. The devices are linked to the ether through a transceiver. The transceiver
receives information in the cable and uses address matching to deliver it to the target. The length
of the message can vary from 64 to 1500 bytes. Currently, the Ethernet network can transmit data

up to a speed of 100 Gbps for 10 Gigabit Ethernet.

Network Operating System

Performance is essential for business. The best operating system to use for networking is
Linux. This operating system is user-friendly, which makes it easier to program the network and
handle problems when they arise. In addition, the operating system provides a fast, secure, and
cost-effective platform that protects data in the business while ensuring its faster transmission.
The operating system is also compatible with many hardware and software, which makes it more

customizable to suit the needs of the business.

Fault Tolerance

In the case of network or server failure in the business, a mirroring fault technique will be
employed. It helps protect information even when the devices fail. Different types of mirroring
such as duplicating the whole file server can be used, and in case of failure, the duplicate will be
used to serve the users. Such an approach prevents the loss of company data or halting of
business operations, which would destroy the business's reputation through data and financial

losses.

Backup
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A daily backup schedule would be the best for the business. Backing up data protects the
business from data loss in case of emergencies such as hacking. The backups can be carried out
during the daytime or at night. During the day, incremental backups can be used, but the upload
speed of the backup software will be specified to prevent maxing out the bandwidth during
working hours. At night, when the business is less operational, it will be possible to run full

backups. Daily backups will prepare the business for any emergencies.

Remote Access

Remote access will be done using TeamViewer and VPN. A VPN software will be
installed and activated in every office and personal computer of the employees. The VPN and
TeamViewer software will provide a secure path through which employees can log in to access
their office computers. The office computers will be left on and connected to a network to

facilitate data transfer to make establishing such a path possible.

Computer

There is a wide variety of desktop computers that can be used in the business. One of
them is Dell OptiPlex 3020. It offers high speed and memory, which improves power,
performance, and productivity in the business. The ideal server will be Dell PowerEdge T30. It
has impressive specs with 64 GB RAM and can accommodate up to 6 SATA HDDs. It also has a

modern CPU based on Intel Xeon and supports Gigabit Ethernet.

Conclusion

WLAN network will provide a medium in which all the above-discussed elements can be
implemented. Besides, WLAN will be a secure network type, since its security details will only

be available to employees. Also, it is free from hacking as the network is only meant to take a
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certain coverage. Users of this network who are away from the premises will require remote
access, which will entail VPNs, thus rendering this network to be economical. The major
disadvantage of the network is that it will require a license, which will need a renewal every

certain period of time.



